In a paper presented in 2003, Forensic Course Development, the authors described the procedures and rationale used for the development of an undergraduate and a graduate computer and network forensic course at Rochester Institute of Technology (RIT). After the undergraduate course was taught in the spring quarter of 2003, the contents of the lecture and lab materials, outcomes of the course, and student feedback were reviewed. This feedback will help improve both the instructional materials and their delivery. This paper's focus is on the development of the computer and network forensic course, as well as the changes made during the review process to improve the computer and network forensic course.
INTRODUCTION
In a paper presented in 2003, Forensic Course Development [13] , the authors described the procedures and rationale used for the development of an undergraduate and a graduate computer and network forensic course at Rochester Institute of Technology (RIT). The course was first taught in the spring quarter of 2003 during which twenty undergraduate students and twelve graduate students took the course. The class was quite successful with positive feedback from the students. During the quarter, a diary of the outcomes of the course was kept to help the instructors track their successes and failures. This diary and student input will be used to review the course and make changes deemed necessary for the improvement of the instructional material and its delivery. This paper will focus on the development of the computer and network forensic course, as well as the changes made during the review process to improve the computer and network forensic course. It will include a discussion of the effectiveness of the lecture material and the strategies developed to improve the lecture material and the instructional delivery. This paper will also include a discussion of the laboratory exercises, the specific outcomes of each lab and a review of the success of each lab. Further discussion will detail the review process used to enhance the student lab experiences. The course review and feedback from the undergraduate population will also be used to provide insight into changes needed in the content for the graduate course. This paper will also outline the development of the content for the graduate course. The focus of the graduate course will be to provide students with the theoretical foundation on techniques and methods needed for the extraction and preservation of information from digital devices. These techniques and methods will be explored and students will develop tools needed for finding and extracting this information.
COURSE DEVELOPMENT 2.1 Course Lecture Development

How the course material was developed
In the previous paper, the goals and objectives for the class had been clearly defined [13] . The undergraduate forensics course was intended to provide students with the ability to identify and employ the tools used to track intruders, and to gather, preserve and analyze evidence of these activities.
The four areas of focus selected:
1) Collection
2) Preservation
3) Analysis
4) Reporting
Since the techniques and tools involved are largely dependent on the operating system under investigation, we also determined that each of these four areas should be examined with respect to Windows, Linux and Networking -these include an introduction to forensic tools and procedures as well as discussions of discovery and policy.
Permission to make digital or hard copies of all or part of this work for personal or classroom use is granted without fee provided that copies are not made or distributed for profit or commercial advantage and that copies bear this notice and the full citation on the first page. To copy otherwise, or republish, to post on servers or to redistribute to lists, requires prior specific permission and/or a fee. As this is our first offering of curriculum in computer forensics, and the faculty's real world experience in computer forensics investigation is limited, we contacted the Computer Crime Investigator from the Monroe County Sheriff's Office to help us finalize the goals and objectives for the course. We started by providing our intended lecture materials and followed up with a series of question and answer sessions. Some of our initial questions included:
1) What critical knowledge should students acquire if they wish to pursue a career in forensics investigation?
2) What specific procedures are used by the Sheriff's office when starting an investigation?
3) How critical is it for an investigator to understand how the hardware works at a low level?
As a result of these conversations, the content began to change. For example: one specific and important area we had overlooked was that of Incident Response. We added Incident Response to our objectives and developed lecture materials accordingly.
The course outline
With the goals and objectives determined, the next step was to decide what information needed to be conveyed. Once this was complete we could begin to create a workable schedule.
RIT operates on the quarter system. Courses are taught over an eleven week period comprised of two three-hour lectures and one two-hour scheduled lab meeting each week.
The schedule that follows provides a week-by-week outline of the materials covered. Labs are indicated with an alternate background color. Week Three --Nine
Obtain the basic skills to uncover hidden evidence such as deleted and hidden files, cryptographic steganography, illegal software and crack encrypted files.
Week Ten
Demonstrate their ability to identify and utilize appropriate Intrusion Detection tools to detect network and system intruders.
Week Eight and Nine
Understand social, legal, and ethical considerations that are encountered when working in this field.
Week Ten
Effectiveness of the lecture materials
Lecture materials are an important -and sometimes tedious -part in the development of any curriculum. There were four major elements targeted during in the development of these materials:
1) Play on the strengths and interests of the faculty
As discussed in the previous paper, three faculty members came together as a team. All were intimately involved in the course development. The materials were broken into three concentration areas -Windows Forensics, Unix Forensics and Network Forensics. Each team member selected a section of the course for which they had an interest. Their enthusiasm helped to drive the development of material in that area. In this way, the faculty pooled their strengths.
2) Effectively impart information to the students
As with any curricular development, lecture materials should be effective at helping the students to absorb the most important materials and concepts. To this end, the materials were written to address directly the goals and objectives developed for the course.
3) Keep the students engaged and the material interesting
Students learn more effectively when they are actively engaged in classroom discussions. Every effort was put forth to keep the students' interest. This included using a number of different techniques. For example, authoritative outside speakers were invited to address the students and answer questions in their area of expertise. The real-life experiences of those speakers kept the students focused on the fact that the material represents a real-life application of knowledge, rather than simply being a theoretical exercise.
Another element that worked to this end was the different teaching styles of the instructors. This helped to keep the student's attention as well; they didn't know what to expect from lecture to lecture. Some lectures were presented with slides, some without; some in seminar fashion, others in a question/answer format.
Students were active participants during the lectures. They were very interested in the lecture content. This helped to initiate many animated discussions, as well.
4) Incorporate student presentations
As part of the lecture presentations, students were shown a video that offered perspective on how expert witnesses might be cross-examined or what kinds of questions might be asked of them during a court proceeding. The students enjoyed this presentation, partly because they weren't the one's being questioned.
Undergraduate students had an opportunity (offered as an extra-credit option to encourage their active participation) to present the results of their findings to the rest of the class.
When the students participated in presenting their own findings, they were suddenly thrust into the role of being the "expert witness". When the audience challenged the results, the student needed to offer compelling 'testimony' to support their position. Knowledge obtained during the lecture and in lab needed to be effectively applied in order to complete this exercise.
Another major benefit to student presentations was that by listening to their peer's evaluations, students found differences in their approaches to discovery. Employing alternate methodology, techniques, and tools allowed some students to present evidence that others had overlooked.
What to Improve
Much of the previous discussion has centered around how the lecture materials were developed and their effectiveness. It is also important to improve on those materials and techniques.
Insufficient time to complete the materials. The pace of the course was fast. At the end of the course there was still material left to discuss for which we had insufficient time. More time needs to be dedicated to the investigation of forensics to ensure that the topic is well covered. It seems that the time was split between system and network forensics.
The "Reporting" area needs more attention. Recall that four areas of forensics were selected. The last area, reporting, did not get the attention we thought it deserved. Future classes should dedicate more time to this area.
Understanding the significance of MAC times is critical. (MAC is
an acronym used to identify the three times recorded for a fileModify, Access and Change times.) As noted in the student comments section, more focus is needed on understanding MAC times and timelines.
Lab Development
What should we cover?
The Undergraduate Forensics course was designed to provide students with the ability to identify and employ tools used for incident response and computer forensics [13] . These tools allow data to be collected, preserved and analyzed to provide evidence of computer activity. Labs should provide students with the opportunity to utilize the knowledge they have obtained and to apply that knowledge in a controlled environment. With the goal of reinforcement in mind, we designed seven labs -each directly related to the materials presented during lecture. (See the course outline.)
The topics of the lab assignments are outlined in Table 3 . TCPDump -rules and filters
How the lab materials were developed
While the course in forensics was being planned, a number of students indicated their interest in this area. One graduate student was offered independent study credit in exchange for helping to build some of the lab assignments. This first run was very helpful in building a framework on which the labs could be expanded.
As the first four lectures focused on Incident Response [5] , we needed to develop a lab to help students grasp the concepts presented.
The outline of the first lab: A number of scenarios were created by the instructors. The students' charge was to use forensically sound investigative techniques to: evaluate the scene; collect important data and information; document everything; interview personnel as appropriate; maintain chain-of-custody, and finally, to write a report documenting their findings.
These items could all be described as "soft skills" -that is, while the students were given guidelines to be followed when investigating an incident, they were also given the latitude to collect or obtain whatever information they thought important. This experience threw some students for a loop because while the rest of the course focused on the software and hardware tools (for which there are manuals, instructions, and specific information about how they should be used) this exercise required the student to find information which they thought might be important later.
The variety of techniques used by the students was amazingsome brought digital cameras and camcorders, while others used only pencil and paper.
As you might expect, GRADING such an exercise was challenging. For example: How much info was enough? Was it clearly presented? What questions should have been addressed that were not? Were all the "critical" items (as determined by the instructor) included in the report? Which elements of the "scene" were well-covered by the students versus obvious items that they overlooked?
The remaining labs focused on OS-specific and network forensic tools and techniques.
For the OS-specific labs, the first lab focused on how to image a drive -creating an image and preserving the integrity of the image with appropriate forensic tools [2] [4] [5] . This exercise provides students with a comprehensive understanding of the imaging and hashing processes. The second lab focused on how to recover, categorize and analyze data from the contents of captured drive images. This included building timelines based on file dates and times, performing keyword searches, and other activities.
Rather than using "real" images, the students were provided with images created specifically for the exercises. Controlling the environment provides a safe platform on which students can practice their techniques. In order for students to gain experience in a more realistic situation, one exercise employed an image obtained from a honeypot (a machine that had actually been hacked). Using tools of their own choosing, students investigated and theorized on who hacked the machine and how it was done.
The final two labs were specific to network forensics, addressing Intrusion Detection Systems (IDS) using Snort [9] , and packet analysis using TCPDump [7] . The IDS exercises tasked students with building rule sets and analyzing the resulting logs, while the TCPDump lab allowed students to analyze captured data thru the use of filters. Since forensic investigations require corroboration from more than one data source to validate relationships, these labs provided a mechanism by which network traffic could be included in the investigation.
On what tools did we focus? Windows / Linux / etc?
For Windows, our tool of choice was Encase from Guidance Software. While this would normally be cost-prohibitive for an educational institution, it was selected due to its wide use in the legal, law enforcement, and governmental arenas. To address the cost issue we obtained an educational licensing agreement.
For Linux, the tool selection was a bit easier. Being open-source, cost was not an issue. Autopsy, Sleuthkit, and TCT were selected due to their popularity, support, and OS-specific functions. These tools are accepted in the legal community as well. 
Lab improvement
The labs were effective at conveying and applying the concepts discussed and discovered in lecture. However, there are some things we could improve. They include:
More real case-studies. While two labs incorporated disk images for student evaluation, using images from compromised machines in the lab activities may help students to gain experience in forensics investigation(s).
Less "hand-holding." Most of the labs were very explicit in their instructions -with step-by-step directions to perform certain
procedures. More open-ended questions might compel students to explore further on their own -helping them to discover things not addressed in the instructions. The "wow" factor of self-discovery is more interesting, challenging, and students tend to better remember the experiences they discover on their own.
Student setup of lab 1 -The setup of incident response was done exclusively by the faculty. Future versions of the lab will have students helping to create potentially plausible scenarios for their peers to discover. This should reduce the faculty workload while further engaging the students in the lab experience.
Student accts -saving images. Most labs in the Networking and
Systems Administration arenas at RIT have imaging serverswhere students can store disk images of works in progress to a personal storage account. Due to the amount of time it can take to evaluate a disk image, this capability should be implemented for the forensics labs, as well.
Increase system labs and make network forensics a separate entity. The system forensics exercises could not be completed in the lab time allotted. Students spent many hours outside of the prescribed lab times doing their lab assignments. More time would help to thin the load on the student as well as offer opportunities to explore other tools and techniques. Such a change would be beneficial to helping understand the concepts presented. To this end, the network forensics labs should be moved to a separate course.
CURRENT EXPERIENCE AND CHANGES IN THE FUTURE
The actual teaching experience
As mentioned in the previous section, the course was taught by three faculty members. Each team member selected a section of the course for which they had interest and knowledge. All worked together, attending each other's classes and actively engaging in all sections of the course. The overall reaction from both the faculty and students is that the experience was very positive.
One down-side to a co-teaching environment is that only a partial course load is credited to each instructor, independent of the time commitments involved in attending/teaching multiple lecture and lab sections of the same class.
One might pose the question: Was there value in this approach for the students or the faculty involved? Review of student feedback would indicate that the approach IS worth the effort. Further, the faculty involved in this course felt they had a special teaching experience and are willing to do it again in the future. 
Feedback from students
"The lectures weren't boring! Let me re-emphasize this point THE LECTURES WEREN'T BORING! And this is the key to most of RIT students' education."
Labs and hands-on exercises play an extremely important role in this course, providing students with the ability to identify and employ tools used for computer crime investigation,. From the feedback, students highly favor the hands-on experience they gain from this class and uniformly agree that they learned most through well-structured lab assignments. Our students are very happy with the hardware and software provided in the lab. Our forensics lab is equipped with new forensics machines with many types of I/O interfaces. These include: SCSI, IDE, FireWire, SerialATA, USB, removable drive bays, and DVD burners.
Students are able to use forensic toolkits for different operating systems including EnCase for Windows, TCT, Autopsy and Sleuthkit for Linux.
Students especially benefited from interaction with law enforcement and the legal community. It helped them to understand the criminal justice process, legal concepts, permissible evidence and the importance of chain-of-custody. The presentations helped students learn the procedures used to gather and preserve admissible evidence and present it in a courtroom.
Future Directions
Although the class was successful and student response encouraging, future versions of the courses would benefit from improvement in other areas.
Move network forensics to a separate class
The content of this course was organized into two sections: system and network forensics. While the system forensics concerns the preservation, identification, extraction, documentation and interpretation of computer data in a system [4] [5], the network forensics often involves tracking cyber offenders or criminal activities across the Internet [4] [7] . Due to the fact that different operating systems need different approaches and procedures for forensics investigation, the system forensics was further divided based on operating systems. Windows, Unixlike operating system and Networks forensics were covered with their own unique artifacts to reflect the techniques and procedures used in a crime scene investigation. Unfortunately, we are not able to cover each area in depth within ten weeks period. In order to provide both breadth and depth of coverage, we plan to create a new course, Network security, to cover network security related topics. The course will include design and configuration of intrusion detection system, firewalls and routers, and network forensics. This change will allow more time for the study of system forensics investigation.
Provide a different graduate-level experience
Due to the high demand for the course from graduate students, we incorporated them into the undergraduate course, with the additional requirement of a final project and presentation. The objective of the project was to apply forensic tools and techniques to conduct an analysis of a real world incident. A separate graduate forensics course is under development. Starting next academic year, we will be teaching an advanced course to grad students with a different set of goals and standards.
GRADUATE COURSE
The graduate course is scheduled to be offered in the Winter quarter of 2004. It is designed to provide emphasis on development of specialized forensic tools, rather than simply using existing tools. A theoretical foundation of data storage and extraction techniques will be needed to build such a toolset.
Course Organization
As a result of the undergraduate course direction being moved to target system forensics, the graduate course will focus on developing system forensic tools (rather than IDS or network forensic tools.)
The graduate course will be organized into four parts. Elements of the undergraduate course that worked well will be incorporated into the graduate version where appropriate.
The first part will introduce students to fundamental computer forensic techniques and procedures. An initial student project might be to survey and present currently-existing data extraction and preservation tools, discussing the merits and liabilities of each. Through such a project, students will become aware of the current tools in the field, and be prepared to do further development in a specific area.
The second part of the course is designed to provide students with a fundamental knowledge of how computers work, including the basics of hardware devices and storage media, file systems, processes and threads, and the boot procedure. Based on this knowledge, students will have a deeper understanding of how and why forensics tools work at a low level. Students will be encouraged to focus on one or two tools for further research.
The third part of the course focuses on software implementation. In this part, basic programming skills will be revisited. Students will engage in three areas. The first area will be C programming exercises such as input and output, extracting data from allocated, unallocated, and slack space on the disk, and retrieving deleted data from different file systems. The second part will introduce scripting in the Encase environment using Enscript. Using these skills, students will dissect and analyze an existing tool. to help them prepare for their final project outlined in part four.
The final part of the course, which we expect to be the soul of the class, will connect and integrate all other sections into a cohesive whole. At this stage, students will design, implement, and test a forensic tool -either one that they have newly-developed, or an existing tool whose function they have improved. The instructor will provide some topic suggestions; however, new ideas will be highly encouraged. During the last week of the class, students will present and demonstrate their tools to the class.
The tentative topics
Based on the defined goals and objectives for the advanced forensics course, tentative content outline is as follows: 
CONCLUSION
While the overall content of the undergraduate course was wellreceived, one lesson learned was that there was too much material to cover in one quarter. A ten week period does not provide sufficient time to teach the material in depth. The course needs to be split in order to provide both breadth and depth to the students.
We have received good press in the local newspaper and interest in the class is high. While there are still opportunities for improvement, both the students and the faculty were pleased with the course.
The official graduate course has not yet been offered. Our experiences in the undergraduate course will help us to make this an effective, fun and useful course, as well.
